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ABSTRACT 

 
Networked autonomous mobile robots, such as unmanned aerial and ground vehicles, represent a burgeoning class 

of cyber-physical systems (CPS) within critical infrastructure sectors. This dissertation addresses the imperative 

to ensure the safe and secure cooperation of these systems in the face of adversarial challenges. Specifically, we 

consider a class of worst-case scenario vulnerabilities in the wireless communication networks of multi-robot 

systems and their perceptual sensing modalities, such as cameras. Such vulnerabilities can be adversarially 

exploited to compromise, severely and shortly, not only the system’s operation but also information 

confidentiality, integrity, and availability while remaining stealthy (unnoticeable in the monitoring data) until a 

critical failure.  

 

In the first part of this dissertation, we propose three principled algorithmic frameworks that allow for the detection 

and mitigation of adversarial attacks on multi-robot coordination with wireless communication. Our results extend 

the resilient consensus (coordination) of multi-agent (robot) systems to the case of time-varying communication 

topology with intermittent connections and provide theoretical stability and performance analysis in the 

continuous-time domain. We characterize control-theoretic and graph-theoretic conditions under which specific 

classes of adversarial attacks on the communication networks of the system exist. We develop theoretical 

conditions that determine the degree to which a multi-robot system maintains a certain level of communication-

related performance in a cooperative task while enduring a specific number of adversarial/compromised robots in 

a given network. Finally, we develop decentralized and distributed attack detection frameworks that allow for 

resilient coordination of the remaining uncompromised robots. 

 

In the second part of this dissertation, we present two open-source vision-enabled multi-quadrotor drone platforms, 

together with developed software packages, that allow for research and development on resilient cooperation of 

multi-drone systems and validation of the derived theoretical results through experimental studies. We also present 

a framework for perception-based multi-robot coordination subject to adversarial image attacks on their learned 

perception modules.  

 

By providing principled algorithms and open-source software, this dissertation contributes to advancing the 

resilience and security of autonomous multi-robot systems in safety- and time-critical applications, with potential 

implications for enhancing operational safety across various sectors. 
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